The implementation of cloud computing for online sales reduces firewall effectiveness. The
distribution of data and services across multiple locations in a cloud environment creates
difficulties for defining and protecting a single network perimeter. The large network perimeter
creates conditions that make it more likely for unauthorized access and data breaches and
misconfigurations to occur. The traditional firewall system monitors only north-south traffic
which includes inbound and outbound traffic, but it does not provide protection against east-west
traffic within the network allowing internal threats to be undetected.
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